Week 1 email content

Protect yourself online: Create strong passwords during Cyber Security Awareness Month
In today’s increasingly digital world, cyber security is more important than ever. From personal data protection to preventing cyber threats, knowing the risks and how to protect yourself online is key.
This October, as part of Cyber Security Awareness Month, we’re encouraging Victorians to focus on steps you can take to keep yourself safe online.

This week, we’re focusing on creating strong passwords.
Strong passwords are your first defense against people trying to access your online accounts without permission. 
Protect yourself by making your passwords long and unique for each of your online accounts. 
You can also try making ‘passphrases’ (passwords made of 4 or more random words) – they’re tricky for cybercriminals to crack, but easy for you to remember.
Some passphrase examples include:
· glowering-armour-permanently-jackets
· umbrella-spherical-thunder-lightbulb
· magazine-bottle-alligators-escalator
You can check how strong a password is with Service Victoria’s password strength tester: vic.gov.au/passwords

By creating a strong password, you can greatly lower your risk of falling victim to cyber threats.
For more tips on staying safe online and to learn more about Cyber Security Awareness Month, visit: vic.gov.au/stay-safe-online
Plus – get a personalised cyber safety check today: service.vic.gov.au/cybersafe



Week 2 email content

Protect yourself online: Turn on multi-factor authentication during Cyber Security Awareness Month
In today’s increasingly digital world, cyber security is more important than ever. From personal data protection to preventing cyber threats, knowing the risks and how to protect yourself online is key.
This October, as part of Cyber Security Awareness Month, we’re encouraging Victorians to focus on steps you can take to keep yourself safe online.

This week, we’re focusing on turning on multi-factor authentication.
Multi-factor authentication (MFA) adds an extra layer of protection by asking you to prove in 2 or more ways that you’re the real owner of an online account. 
For example – entering your password and a code sent to your phone.
This adds another layer of protection if your password is stolen or affected by a data breach.
MFA may come in many forms, including passwords, PINs, an SMS or Email, a code from an authenticator app, or facial recognition.
MFA makes it much harder for others to access your online accounts.
You can learn more about MFA at vic.gov.au/multi-factor-authentication 

By using MFA, you can greatly lower your risk of falling victim to cyber threats.
For more tips on staying safe online and to learn more about Cyber Security Awareness Month, visit: vic.gov.au/stay-safe-online
Plus – get a personalised cyber safety check today: service.vic.gov.au/cybersafe



Week 3 email content

Protect yourself online: Turn on automatic software updates during Cyber Security Awareness Month
In today’s increasingly digital world, cyber security is more important than ever. From personal data protection to preventing cyber threats, knowing the risks and how to protect yourself online is key.
This October, as part of Cyber Security Awareness Month, we’re encouraging Victorians to focus on steps you can take to keep yourself safe online.

This week, we’re focusing on automatic software updates.
Turning on automatic software updates for your devices and apps is one of the easiest ways to protect yourself online.
Updates fix weaknesses in software and stop hackers from getting in. By turning on automatic updates, you won’t need to check if your software is up to date with the latest protections – your software and apps will do the checking for you.
You can learn more at vic.gov.au/update-your-devices 

By turning on automatic software updates, you can greatly lower your risk of falling victim to cyber threats.
For more tips on staying safe online and to learn more about Cyber Security Awareness Month, visit: vic.gov.au/stay-safe-online 
Plus – get a personalised cyber safety check today: service.vic.gov.au/cybersafe




Week 4 email content

Protect yourself online: Learn to protect yourself from phishing during Cyber Security Awareness Month
In today’s increasingly digital world, cyber security is more important than ever. From personal data protection to preventing cyber threats, knowing the risks and how to protect yourself online is key.
This October, as part of Cyber Security Awareness Month, we’re encouraging Victorians to focus on steps you can take to keep yourself safe online.
This week, we’re focusing on protecting yourself from phishing.
Phishing is one of the most common scams cybercriminals use to steal personal and financial information. 
Phishing can also cause users to install harmful software on their devices.
Protect yourself from phishing by keeping the following red flags in mind:
· something sounds too good to be true
· you’re pressured to act quickly
· you’re asked to help someone out with money
· you’re asked to pay in an unusual way
· there are strange links or attachments
· someone you know is behaving in an odd way.
Always be cautious with unsolicited links or messages and ensure you’re getting contact from a trusted organisation. Learn more: vic.gov.au/phishing 
By protecting yourself from phishing, you can greatly lower your risk of falling victim to cyber threats.
For more tips on staying safe online and to learn more about Cyber Security Awareness Month, visit: vic.gov.au/stay-safe-online
Plus – get a personalised cyber safety check today: service.vic.gov.au/cybersafe

